Quick Reference Guide

Data Admin - Cloud Services Portal

Sign In

To Access the Admin Tools Area Within Cloud Services Portal:
Go to the website provided to you by the Service Provider to enter your Administrator Username and Password to Sign In.
During the initial sign in process, follow prompts to setup/use MFA protocols and acknowledge Terms and Conditions to proceed.

Admin Tools Menu

The Admin Tools Menu on the left side of the dialog offers permission-based access to useful administration sections.
Only sections related to services on the Organization's account can be displayed in this area.

Dashboard - The home page for Administrators

Locations & Groups - Group level portal Admin account / access management tools
MOMENTUM

Services & Users - Lists portal user and service accounts with access to management tools

*Billing - Restricted Access. Advanced Billing information and payment management for
authorized personnel only

«  *Support Tickets - Restricted Access. No Access by Default. Authorized Admins may be granted
access to view the list of currently open tickets (read-only) and/or submit (full access) non-
emergency requests for assistance or information to Customer Support

*Circuits - Review the list of network circuit devices in inventory (monitored/known unmonitored)
and related data, and (where authorized) submit support tickets for minor data/circuit issues

*Service Locations - View map locations of circuits in inventory and related data

Manage MFA - Review account MFA activation status/Reset MFA management tool

* Restricted/Limited access tools that require additional authorization for each Administrator.

Data Admin Dashboard

The Home page for Administrators. The Admin Dashboard provides at-a-glance views of Live and historical account activity,
AND direct filtered quick-access links from each card section to the administrator-level tools, services, and feature pages
found in the menu on the left. Now you can see and track everything that is going on and access any area or service you
need to manage from one web page - fast.
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DATA ADMIN DASHBOARD FEATURES

Site Search

The Search field at the top of the application dialog offers site-wide search functionality within the areas the Admin

may access.
- |

Admin Information

The FTEVEEEIEYrea at the top of the application opens a P e,
drop-down list of quick access links to view your current profile to My Profile  [¥
update the password, manage your MFA method, and open Support
links to review Support and Training resource information, or Training
Log Out.

g ‘q Log Out

Data Admin Dashboard Sections

Each section and widget (card) featured within the Admin Dashboard provides useful information, tools,
and filtered access links to the relevant work areas. Unfiltered access to those areas is offered in the
Admin Tools Navigation Menu Panel on the left side of the screen.

Profile

This card at the top of the Dashboard offers account information including the address and account
number for most Administrator accounts.

If viewed by the SuperAdmin or a Billing Admin, information about the current account balance, and links
to the latest invoice information and to the Billing page to review billing data or make a payment is
available in this area, as well.

Hi, mich,
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Data Circuit Customer

Actw Toxcke 123 MAIN STREET Current Balance: $241,672.82

ANYTOWN, USA 00001 Due Date: 5/31/2023

Make aPayment ]
“ Account No View Invaice
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E Biling
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*Circuit Summary

The Circuit summary card displays the current counts for the Gactit Sumiminy
Circuits and networking devices discovered in inventory for the ik
organization along with basic information and the Alarm count data 15
for the monitored devices. Montored Cruts Down
0
48
0
*Support Tickets
*This section requires sufficient access permissions to Support Support Tickets
Tickets to view and/or to view all features. This dashboard card Ao s

Escalated

displays the most recent support ticket activity and offers filter
tools, links to review specific tickets (filtered views), and a link to

review the full list of open and recently closed items in the Support o
Tickets page.

0 View Escalated

View Pending Cuslomer

Closed (7 Days)

0 View Recently Closed

Undated (24 Hours)

o

View Recently Updated

o g

View Open

=
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View All Tickets

*Starred Tickets

This section requires sufficient access permissions to Support i
Tickets to view and/or to view all features in it. The card offers

searchable quick view of the tickets the account holder has selected
to watch (% Starred). Click on a ticket number link to view the ticket

information. Starred Tickets s
Click on the orange star adjacent to an item to remove the * Tkt Subjet  Pror.  Esa. Smws  Lastup
item from 'watched' status and from this list upon refresh. & omessTi TEST- Mee e New 0382
* 01581528 testign... Minor no Closed 05/232...
Where authorized, Admins may also have access to the View All * OwsaS QAT M no  New 08092
Tickets link for direct access to open the Support Tickets page and * o e Mo ne  New  osos
review the list of currently Open and recently closed trouble/ % oE®  TEST-. Mewr e O 0SOSZ.
information support ticket submissions (within the last seven [7] - Wz - 1-5 a6 liems

days) .

Enter New Ticket View Al Tickets

*Important Note:

Some Admin Dashboard sections discussed in this document may not need to be displayed in your system -OR
there may be additional dashboard sections that display voice tools where those features/services are also in use on
the account which are not discussed here and can be reviewed in the My Cloud Services Admin Guide.

To secure data appropriately, by default only the organization's designated SuperAdmin has access to view all
available Admin Dashboard sections and tools, based on the purchased services and products on the account.

The Dashboard sections display to all others based on purchased services or products and the individual account

holder's authorization level as assigned by the organization's designated SuperAdmin. Only Full Access permissions
to advanced tools will allow a related section to display with all features in the Admin Dashboard.
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LOCATIONS & GROUPS

Review and manage settings for the Users and Groups that are assigned to Locations.
The Locations page provides a searchable table listing of the Locations currently configured on the account.
Authorized Admins may use the Section Search to locate specific terms within the table, use the column headers to sort the list
alphanumerically, and access the following areas for each Location listed on the page:

e Location ID, Services, and Users - Click on the number displayed for a Location in these columns to open the related list
within the Services & Users page.
e Links to review and manage user assigned each location.

e Editicon | (far right column) opens the Group Settings dialog for the selected Location.

;‘ | ™M OMENTUM
e Locations & D
Name Location D servioes sers sV sweat ey SVC St Emengeney Call Noticaion Email con et
Hosed PPEK sooonostor st = 550 vrelsi 7D SRINNGHAM A -
sonotesioz 2 2 850 Mo SRINNGHAM A -
Hosed P2 soomnosios 8 s 550 Wor SRINGHAN a s
Senice O sowonesior 3 2 550 Morselar R r— a s
SrandnEnSPTunkTe 30000505 D 0 560 Verels FD BIRIINGHAN a - Seeonaddmsln (2
Punking st scsion stonotesion 48 = 580 Vorelsi °D SIRMNGHAN a wilism powel @romertmisiscor com Seeotisddestin 2
kg Testz stonotesior ¢ » 550 vrelsi 7D r— a e — Seeonssmsis (4
ocston gams stonoresios 4 2 550 vrelsi 7D r— a e — F e

*BILLING

Restricted Access. Authorized Admins may review and manage account billing information and payments.

The Billing page displays current account and balance history information (at the Enterprise or - where enabled - at the
Location level, with easy access to the tools that allow Admins to review and manage statements, edit the billing payment
method information, setup routine monthly payment schedules, and even immediately pay the current bill when
necessary. Billing tools include:

Pay My Bill + Billing Method Setup ¢ View Statements

1] MOmMENTUM

User sevices Billing

Customer Profile
Admin Tools

||

Current Bill: §19,851.20
Past Due: $0.00

Amount Due: §19,851.20
Due Date: 0811412024

Pay My Bill

Recent Activity

Cunent Biling Method

Statements
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*SUPPORT TICKETS

Displays contact information for Customer Care. Advanced access permissions required to view or use advanced tools.

The Support Tickets section and related tools require authorization to view or manage.

Support Ticket submitters need to be Authorized Customer Support Contacts for the organization. Default access level is
NONE (section and tools are not visible) for all portal user types except the SuperAdmin who has FULL access by default
and manages all other users' access. The Read-Only access option allows viewing-only access to the current ticket list
and data based on Admin/User settings. FULL access permission to Support Tickets is required to submit tickets and
access related ticket management tools.

MOMENTUM

For Immediate Assistance CALL Customer Care
888.538.3960

Admin Tools
(Ifreferencing a submitted ticket, have your ticket # ready)

# Dashboard

Support Tickets 6

*CIRCUITS

Access to review circuit information.

This section only displays in Admin Tools for those organizations with Data/Networking/Circuits purchased, and offers
access to view useful performance information, if monitored.

Edit Basic Portal Display Information <« View Monitored Devices' Current Status ¢ View Performance Metric Charts

Hi nus-
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. Circuits List
& sing
N Circuit ID CircuitName  Speed (Mbps)  Location Status
\ oo
R02228 DG0002 100 1 Concourse PKWY, ATLANTA, GA 30328 ® Opes ~
T y Ticket L s
QOpen
ROZ2130 D&0003 500 3286 N Park BLVD, ALCOA, TN 37701 s
i . : . Tkt 4
111 S Independence Mall E, PHILADELPHIA, Open
R0O2126 D&0004 100 e
PA 19106 . Tickel I s
8993208010326875 D&0001 250 1200 Corporate DR, BIRMINGHAM, AL 35242 [} 'E;Z::l L rd
NP20002-PIT-PA D&0005 200 1200 Comporate DR, BIRMINGHAM, AL 35242 L ] -Cr)‘;;::l li Vs
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*SERVICE LOCATIONS

Review the status of your organization's monitored circuits in a map format.

If visible, the Service Locations menu link opens a user-friendly map view of the circuits your organization identified as in
your inventory that are currently being monitored by the service provider, as well as those disclosed by your organization
but that are not currently monitored by the service provider.

[M] MOMENTUM

Service Locations

‘Admin Tools
oo - o = : g et ‘
i Dashboan o con .= |
] S ~ . New ra
Map  Sateliite ! PENNSYLVANIA © New York L
9 Locations & Groups. —— - Pittsburgh L 2
. 6D 3 Horisburg @
5 Biling ILLINOIS o INDIANA Phila®phia
WIVEIIHH Champaign o Dayton Col o b 7
. 5" Columbus €
A Support Tickels B‘lm‘llmwolrs i © . MARYLAND, NEW JERSEV
\ icomngton  Cincinnati ; AN
4 Circuts Colypbia g o g : Washington - %
St Louis AL T st / ©° D ELAWARE
< ® Louisville R & Ocean Cry
VIRGINIA =
ISSOURI T 7
4o Manage MFA le i > & | N v Richgnm
ational Forest & \ . Y
- Patan oy cre 1 UCKY 7 Fomcked. VIRGINIA
[, % 4 / oo ey
A - T
Statistics ° Srensters

GDurham

T Pigeon Fiigez - Ashevill

Total Count: 5

NORTH
Charlotte CAROLINA
: - Ll
Oniine: 2 D ol o Gt

Offline: 3 Y Shrters
Unmonitored: 0 i

S wamigten
. Atiafita . SOUTH |
Oniine . emogm O Aigwa” CAROLINAMITIES
Tuscgoosa ; &)
ofine | ALABAMA Chaston 5?;
Motgomey . GEORGIA
Unmonitored £ e
D
Biloxi Tallshassee - ackson

GOIgEANA B [ikte Jacksonvile

Keyioard shortsuts | Map dsta 82024 Google. INEGI | Terms

MANAGE MFA

Access to view the status of Multi-factor Authentication protocol adoption by portal users/admins.

The Manage MFA section offers access to a searchable and sortable list view of the portal access accounts that
have set up MFA, along with a Reset MFA tool that lets the Admin disconnect an account holder's current MFA
protocol thus allowing access to the portal using username/password credentials (if MFA is Optional) OR to setup
their MFA protocol again during the next sign in attempt (if MFA is Mandatory).

Hi
M| MOMENTUM

Manage MFA Users

Admin Tools
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