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GET STARTED

Momentum Telecom offers an intuitive web Portal that makes it easy for Administrators to customize and
manage account features and settings online.

Sign In

To Access the My Cloud Services Portal:

1.  Open a web browser and enterthe URL (web address) provided for online account management.
Inmost cases your initial Admin sign in credentials come from the
Service Provider. If you need assistance for initial sign in (first
time login), please contact your System Administratoror the
Service Provider primary contact (Support, AM, or PM).

2. Enter the Admin Account Username (xxxxxx@email.com format)
and correctly formatted Password credentials in the fields when they
are provided/displayed. Note: Password allows up to 30 characters.

Use the Forgot Password? link to securely update your password
credential. Account holders with a defined email address on file in
Manage Users can use this tool and will receive an email with a
secure link to change the password. Contact your organization's
System Admin for assistance if notified that the process cannot
complete or if the system identifies that your account does not
yet have a notification email address on file.

Note: For your security, the link provided in the Forgot Password email is only active for 60 minutes - once that
time limit expires, you must use the 'Forgot Password?' feature again to generate a new email with an active link
to proceed, or contact your organization's Subscriber Portal SuperAdmin for assistance.

3. Click the Sign In button.

4. Follow any Multi-Factor Authentication (MFA) method setup
steps and/or 6-digit code entry requirements if prompted.
The My Cloud Services Portal opens when security protocols are met.

Enable Multi-factor Authentication

Terms and Conditions

The first time any account holder accesses the portal, an E911 Dialing Terms and Conditions
acknowledgment dialog displays that must be completed to proceed.

1. Use the toolsto review or save the

. E911 DIALING TERMS AND CONDITIONS
document, as desired.
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2. Click to place a check in the
acknowledgment check box.

3. Clickthe Save button to submit
and close the dialog.

Note: Once submitted, this dialog will not S —
be presented at login again, unless the R
Terms and Conditions are updated.

Once you sign into the My Cloud Services 9 :
Portal the first time and acknowledge the e oo S 1) ooty adsoueie v e s e e b o5
terms and conditions, access to the tools e

and features you need to easily manage < |

your communications features are right at
yourfingertips. d




ADMIN TooLs

The My Cloud Services Portal provides useful resources to help with all Administrator-level tasks. Administrators
can sign in and instantly locate account information, setup and manage individual user accounts, define
universal settings for Groups or Locations, view important system activity or metrics, and much more —
quickly and easily online — if they have been granted permission to do so.

When Administrators log into the portal, they see the Admin Tools section of the Menu Navigation Panel which
provides authorized users with access to manage the related settings and services within the organization’s
account. This menu displays only those areas the Admin is permitted to view based on their access
permissions. Access to work with features and tools within some sections may require additional permissions
or will be read-only.

The Admin Tools are user specific. The Navigation Menu Panel on the left can include the following sections
for Circuits and Data only customers' Administrators who have sufficient access privileges:

Dashboard - The home page for Administrators

Locations & Groups - Location or Group level feature/user management

; tools
Admin Tools

Billing - Restricted Access. Advanced Billing information and payment
management for authorized personnel only

# Dashboard

@ Locabions & Groups
= Billing +  *Support Tickets - Restricted Access. Authorized Admins may be granted
& Support Tickets access to view (read-only) and/or submit (full access) non-emergency

S Circuils requests for assistance or information to Customer Support

Q Sservice Locations «  *Circuits - Review the list of circuits and network devices in inventory
(monitored/unmonitored) and related data

a5 Manage MFA

*Service Locations - [beta] View map locations of circuits in inventory
and related data

*Manage MFA - Review activation status/Reset MFA management tool

* Restricted sections and their tools should only be used by specially trained and authorized Administrators with
sufficient access permissions.

NOTE: Your system, the purchased products, and your role and/or authorization level determine the sections and features
you may be allowed to access, review, and manage.

Each menu option opens the section’s main page to begin working with the related settings or services where
included on the account. Only the features and services the organization or service provider authorizes the
Admin to view will be available for review within the portal. Advanced features should not be authorized for
Admin use until well after the system is fully implemented and the Admin is well versed in the use of all basic
tools. Additional training is required for advanced/restricted access tools.

For your security, the system's connection to the portal will begin a countdown to automatically close and return to the Sign In
page ifit is idle for more than 10 minutes and will also require the admin to confirm they are still actively working at 60 minutes.



Dashboard

This page is the Home page for Admins. The Dashboard for Circuits Admins provides at-a-glance information
about the activity of the accounts and services the Admin may view, site-wide search functionality, and
access to all work areas the Admin needs within the portal. Note: The tools and sections you see may differ
from this example.
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Site Search

The Search field at the top of the application offers site-wide search functionality within the areas the
Admin may access. Enter text and any matches found within the sections listed in the Admin Tools

Navigation Menu below will display for selection. _ ) |

Admin Information

The area at the top of the application opens a drop-down list
of quick access links to view your current profile to update the password, open My Profic [y
links to review Support and Training resource information, and to Log Out. i

Training

|
1 Log Out

Data Admin Dashboard Sections

Each section and widget (card) featured within the Admin Dashboard provides useful information, tools,
and filtered access links to the relevant work areas. Unfiltered access to those areas is offered in the Admin
Tools Navigation Menu Panel.

Profile

This card at the top of the Dashboard offers account information.

The current balance, the latest invoice information, and a direct Best Company, Inc
access link to the Billing page to review billing or make a canesuLE sasssn
payment is available only to Billing Admins in this area, as well. | =™ ==




*Circuit Summary

The Circuit summary card displays the current counts for the GilkcHR Snemany
Circuits and networking devices discovered in inventory for the i
organization along with basic information and the Alarm count data 15
for the monitored devices. Montored Grcuts Down
0
48
0
*Support Tickets
*This section requires sufficient access permissions to Support Support Tickets
Tickets to view and/or to view all features. This dashboard card s oo
displays the most recent support ticket activity and offers filter B —
tools, links to review specific tickets (filtered views), a link to the full 7
list within the Support Tickets page, and a linked option to Create a 0 —
New Ticket. B
0 View Recently Closed
gm o View Recently Updated
5 View Open
*Starred Tickets S ——
This section requires sufficient access permissions to Support s
Tickets to view and/or to view all features in it. The card offers
searchable quick view of the tickets the account holder has selected
to watch (% Starred). Click on a ticket number link to view the ticket
information. Starred Tickets &
-
Click on the orange star adjacent to an item to remove the FooTekelo  Subjed  Pror.  Esea.  Sbius  LestUp.
item from ‘watched' status and from this list upon refresh. B g ol Wk Bo  Benl  Dome
* 01581528 test ign Minor no Closad D5/232
Where authorized, Admins may also have access to the A DISRE GATet. M no  New  OS0B2
Create New Ticket tool to report a non-urgent (minor) issue, * owmrz e Mo no New 08052
and/or click the View All Tickets link for direct access to open the T N W —
Support Tickets page to review the list of currently Open and Y 1-5ofGitems

recently closed trouble/information support ticket submissions
(within the last seven [7] days) .

Enter New Ticket View Al Tickets

*Important Note:

Some Admin Dashboard sections discussed in this document may not need to be displayed in your system -OR
there may be additional dashboard sections that display voice tools where those features/services are also in use
on the account which are not discussed here and can be reviewed in the My Cloud Services Admin Guide.

To secure data appropriately, by default only the organization's designated SuperAdmin has access to view all
available Admin Dashboard sections and tools, based on the purchased services and products on the account.

The Dashboard sections display to all others based on purchased services or products and the individual account
holder's authorization level as assigned by the organization's designated SuperAdmin. Only Full Access
permissions to advanced tools will allow a related section to display with all features in the Admin Dashboard.



My Profile

This section of the portal displays a summary of your account profile information (Name, Address,
Phone Number, User ID, Device model, etc.), and provides links to set up a temporary €911 location,
review the entire profile, and access your password and directory profile management tools.

The My Profile link found in the toolbar

(the drop-down under the Hi, [account name] Admin
in the Toolbar also offers an access point to view o prodcwadmse@momentunilecomcom
. BIRMINGHAM. AL 35213
the Profile. . User ID:
Department: B
Enterprise ID:
Service Number: 2100001951
The following features and access links are all = Passwora Recovery:
. ) . Email: sbokor@memeniumtelecom.com Change Recovery Email
provided via the Profile card: Wobile: Change Passviord
Pager:
‘Yahoold:
Authentication:
;‘;ﬁ:‘t‘gﬁen R Enable Multi-factor Authentication
Phone Model: I}
Mac Address: Edit Profile
Language:
View Profile

View Profile | Click on the View Profile button to review your current contact information and access the
management tools for your password, email notification settings, and temporary €911 dispatchable
address/location changes.

Links to tools views for managing more profile settings, including Change Recovery Email, Change Password,
Enable/Manage Multi-factor Authentication (MFA), and the Edit Profile button, are also displayed here.

Change Recovery/Notification Email

Click the Change Recovery Email link to open the Change Email dialog.
2. Password Recovery Email: Enter or change the email address on file for recovering your login

information.
The system will send your password to this email address.

3. Service & CPNI Email Notifications: Enter or change the
email address on file for receipt of notifications from the
provider.

4. Click on the Save button when your edits are complete.



Change Password

The Change Password link provides direct access to x
update your unified communications password information. Change Password

Ve recommend you chocse 3 strong passw
length must be at least § character
tlesct 1 lower case latter, and at least 1 uppe:

1. Click on the Change Password link.

Type a new Password.

Type Password

2
3. Retype to verify.
4

Click the Save button. Retpe Fasswes
New passwords must be 8 or more characters and

contain at least 1 number or special character, 1 lower
case letter, and 1 upper case letter. P -

Enable/Manage Multi-factor Authentication (MFA)

The Enable/Manage Multi-factor Authentication link in the View Profile dialog allows users to define the
preferred security authentication method (SMS Text or supported code generator Authentication App -

Google, Okta, Microsoft). Use the following steps for 1st-time
setup or management of account MFA settings while working
in the portal if this security protection method has been
enabled (as optional or mandatory) for your organization. 60 an et sy ofsecurly 0 lock unsuthonized scess and prolctyout accourt
Instructions for managing MFA settings are provided in the T eien e

dialog as you make your selection. TextMessage | o

Enable Multi-factor Authentication X

Authenticator app code OFF

1. Click on the Enable/Manage Multi-factor Authentication
link in the View Profile dialog.

2. Choose one of the MFA Verification options:
Text Message %ZJ.

Provide your phone number fo get a SMS code to enable the authentication:

Text Message ey o dion b -
- Click to toggle this option ON
- Enter your SMS-enabled 10-digit phone number in the eese sty o
OR field provided and click the Submit button.
Authenticator App Code =
- Click to toggle this option to ON
- Scan the single-use QR code that is created to Authenticator epp code > @)
connect your Okta Verify, Google Authenticator, or et s oo g e e

Microsoft Authenticator app and follow the App's
instructions for setup.

3. Enter the six (6) digit code you receive via the method
you just setup in the Please submit your code field below.

4. Click on the Save button.
Entry of the 6-digit code received via your
selected MFA method will be required on all
subsequent portal sign in attempts.

Please submit your code:

Save

Repeat the steps above to modify/change the MFA verification method selection from this dialog

NOTE: When changes are made to these settings, the system deactivates the old MFA method.
Users/Admins must complete the steps above in full again for the preferred MFA option to set up a new method.

Contact your organization's Administrator if you need help to Reset MFA in order to access the Portal.




Locations & Groups

The Locations & Groups page provides a searchable list of the Locations or Groups for Circuits currently
configured on the account to which the Circuit Admin has access. Authorized Admins may search for terms
within the list using the Section Search tool above the list, use the column headers to sort the data
alphanumerically and click on the adjacent Edit icon to Manage Users associated with the selected item.

RDIL THS.

Section Search

b

Enter terms to locate data
specific to the Locations &
Groups section listings.

Locations & Groups 208

Location ID

380 01
a0 o;
£ 3
0 04
3 2
£ o
EES

£ 28
anl 00

SVC Strest SVC City
80 T HILLSBORG
62 T BEND
1= 2] RICHARDSON
2 LELVD COLCRADQ SPRINGS
28 MEMORIAL HWY BOHEMIA
27 ASHEVILLE
ILLRD MEMPHIS
T LENEXA
1 T LENEXA
10 & BIRMINGHAM
ey BIRMINGHAM
80 RO BIRMINGHAM

Column Links

The link under the Name column
opens the Group Settings view for

edits to Manage User.

SVC State

OR

™

WS

The Edit icon on the far right adjacent to

a listing also opens the Group Settings

view.

Hi, mic! “COm~

Edit

Edit
4

The Edit icon adjacent to each
Listed item opens the Group
Settings page for that item.

The link under the Name column
also opens the Group Settings
view.



View Locations & Group Settings
While working in the Locations & Groups page:

Click on the Edit' # = icon next to a listing in the Locations & Groups section to view the Manage Users settings.

Hi, thermafisher@tangoe com led naughton@thermofisher ~

View/Edit

Manage Users Q’J
L — Add user | | Delete user
& Biling
s O Uuser Main Account Admin Password Recovery Email
e o Yes Yes [ . @
it # Yes Yes |r @ scom
Page[Tv]of1

Suprt

Manage Users v
Add user Delete user [ |
O User Main Admin  Password Recovery Email Edit
Account :
[J ImaTestUser No Yes Edit
[ testdvictor No Yes Edit
[J newmsptest No Yes Edit
O newusertesting1 No Yes Edit
[ useradmini No Yes Edit
[ joeschmoe No Yes joeschmoe@r rcom  Edit
[J testuser35213 No Yes Edit
0 mtmadmin01 No Yes Edit
O mtm200test No Yes Edit
O Test_20200311 No Yes Edit

Cance Page[1w]of2



Manage Users

Manage useraccess rights and assignments. Note: Some of these changes (e.q., password changes) will trigger
a notification email to the organization's Administrator and/or the notification email on file for the organization per
FCC CPNI Change notification regulations.

Manage User Password and Recovery Email

1.

2.
3.

Locate the user account you wish to modify within the

list. You may use the Search tool to find a listing _
using the User ID information. Lt
Click the Edit option next to the selected user account.

Enter the following, asneeded:

Prsvae S —
Password Recovery Email: tester1 @gmail com

® Group Admin O Contact Canter Manager
Group Assignments

Password: Type the newPassword and again in e s o
st Gougs e G
Re-enter Password to confirm. o | eS———

SIP Trunking
Hosled IP PEX 2 “

Password Recovery Email: Type the full email in Brandon Ent SIP Tru
name@email.com format. This is where the
system will send the recovery information and
notifications when changes are made. Another
email will automatically be sent to the Super
Admin (or email on file for CPNI Changes) as a %m
notification of the CPNI change to a password.

4. Click the Save button to submit the change.

Add an Admin Account

Note: Do not attempt to 'change/edit' a system-generated TN user's account into an Admin account.

1.

Click on the Add User button to create a new Admin account.

2. Enterordefine the following:

User Name: Type the name or designation (phone number, device type, etc.) you wish to display
in lists. This must be in the typical email format (username@domain.com)

Password: Enterand reenter the initial password assignment for theuser.
Minimum Requirement = 8 characters that include at least 1 number / special character and 1 capital letter
Password Recovery Email: Enter an email address for this user's password recovery notifications.

Group Admin: Option: Click to enable/disable thisas the authorization assignment.

Note: A Group Admin will not see all support tickets for the organization if assigned this Advanced
Permission option for Support Tickets access; this account will only be allowed to see the Support
Tickets they submit, those entered for their location assignment(s) that are set below, and any support
tickets submitted without a location assignment.

Contact Center Manager: Option: Click to enable/disable thisas the authorization assignment.
Highlight item(s) in the Available Groups section and use the arrows to add to the Assigned Groups.

3. Click the Save button to submit the changes, add the new Admin, and close the dialog.



Edit Account Access and Extension Assignments
1. Locate the user you wish tomodify within the list.

Edit User

2. Click the Editoption next to the selected user. User ams:
. P DL pai
3. Make changesto the following, asneeded: B, T
Password (and repeat) Adwvanced Permissions;
. . # Assign Administrative Rights [} Assign Contact Center Manager Rights
Password Recovery Email: Enter a newemail g
addreSS_ l;u;a;l;b{eNumbers \User Extensions
M Assign Administrative Rights to Enable, asneeded. s [ ]
1660
M Assign Contact Center Manager Rights to Enable s [ <]
as needed. r2a2
0508
Extension Assignments: Select from the Available B e
Numbers and use the arrows €4 » to move to or from g
. E‘!’ ance
the User Extensions box.

4. Clickthe Save button to submit the changesand exit.

Manage Advanced Permission Access for Support Tickets

SuperAdmin ONLY - Administrator permissions are set in Locations > Edit > Manage Users.
Access to the Support Tickets Admin Tools section is restricted and must be enabled via
Advanced Permissions. Recommendation: The Admin should complete training prior to access.

The default Support Tickets access permission setting for Administrators is None.
Read Only access offers admin rights to see submitted tickets but not to submit or edit.

Full Access to this area should only be granted to an Authorized Contact for
Momentum Telecom Customer Support communications and requests.

Important Note: The fastest way to request assistance or information from Customer Supportis a call
to 888.538.3960. Urgent issues requiring immediate attention or requests for changes that may affect
billing should never be submitted via the Support Tickets tools in My Cloud Services Portal.

To ensure appropriate usage, Admins should receive specialized training on the tools and features found
in the Support Tickets sections of the Cloud Services Portal before authorization is granted.

Go to Locations & Groups > Edit > Manage Users

SuperAdmin while working in Manage Users:

1.

Locate a portal account in the list. Note: Best practice is to only provide such access to accounts created
for authorized personnel to be used solely for administration to better secure data for compliance.

Click on the Edit option next to the selected account.

Click on the Advanced Pemissions link  Advanced Permissions  that is visible to the SuperAdmin to review and
edit the Advanced Admin Permission settings for Support Tickets.

Please Note: At this time, restricted features and tools are not enabled for portal account holders
by default and will require additional authorization by the SuperAdmin for access to be granted.



4. Ticketing — Click within the appropriate radio button ® to select the level of Support Tickets section
and feature access for this account. Default = None, or select Read-Only, or Full access.
Default Setting = NONE for all except the SuperAdmin. Other options are Read Only and FULL
Access. Use Caution as additional access to these tools can be a security risk.
Best Practice for Support Tickets section/feature access:

o NONE is the default because the vast majority of portal account holders should not have
access to review or submit support tickets as a security precaution for all Organizations.

¢ Read-Only authorization allows portal accounts with this permission level to view some tickets
submitted by those authorized to contact the Provider's Customer Service department on
behalf of the Organization within the Support Tickets section.

e Full - Use Caution. Very few portal account holders should ever be granted FULL access. Do
not provide Full Access to any portal account holder that does not have the full authorization of
your Organization to review all eligible support tickets for the organization, or who are not
authorized to communicate with or make change or billing requests of the Service Provider on
behalf of the Organization.

5. Click the Save button to submit the change for the selected Admin, close the dialog, and return to the

Edit User view.

Note: It takes a few minutes to update and propagate the new settings for the account holder. Upon their next portal
login, the account holder that was just edited will see the appropriate Support Tickets areas per the level of access
granted by the SuperAdmin.

Ticketing
O None © Read-only @ Full




*Billing
Restricted Access. Only Authorized Billing Administrators have access to the Billing page.

The Billing page provides tools for reviewing and managing the monthly billing and payments for the
Enterprise account or Locations on the Enterprise Account (where enabled and authorized for use by the
organization).

[ MOMENTUM |

e Siling

Customer Profile
= Dashboard

Name

@ Locafions & Groups.

£ Siling Account Number Payment
= Due Upon Receipt
& Suppori Tickets
Billing Address
v Circuits
Bills
Current Bill: $494,634.74
Past Due: $0.00
Amount Due: $494,634.74
Due Date: 513412023
Pay My Bill

Recent Activity

Payment of $242,473.06 or 100:00 AM Statement in the amount of $241,672.82 on 5/1/2023 12:00:00 AM
Payment of $237,602.99 or 100:00 AM Statement. in the amount of $242,473.06 on 4/1/2023 12:00:00 AM
Payment of $692,061.65 or 100:00 AM Statement in the amount of $252,361.92 on 31112023 12:00:00 AM
Payment of $386,767.06 or 12:00:00 AW Statement in the amount of $234,516.39 on 2/1/2023 12:00:00 AM

Current Billing Method

Due Upon Receipt

SetUp

support View Statement

Traming saleti— v

Note: A drop-down selection tool may display in the Billing page that allows specially authorized Billing Admins who
manage accounts payable (AP) for one or more locations to choose the billing data they wish to review and administer by
selecting the appropriate location.

View Customer Profile

The Customer Profile section displays an overview of the Billing

current billing address, account number, and the current G P

paymentmethod in use. Name
Best Company, Inc
Account Number Payment
3100001951-01 Due Upon Receipt

Billing Address
280 Montclair RD
BIRMINGHAM, AL 35213

View Bills

The Bills section of the page offers up-to-date information for s
the Current Billing Cycle, any amounts Past Due, and the

option to pay the current bill or setup payments. A drop- down C“::::EL'L :;5;'“’

selection tool may display allowing Billing Admins to choose P

specific data to review and manage. DueDate:  7H52018

View Recent Activity

Recent Activity

The Recent Activity section in Billing displays the et 708 e et o150 o 20 20000 A
current payment information and links to review the Payment of $0.50 on 5182018 335.10PM | Statement #6695 in the amount of $22.56 on SHS/2018 12:00:00 AM

t recent payment Statements Statement #66503 in the amount of $828.58 on 4/15/2018 12:00:00 AM
mos .




View Current Billing Method

The Current Billing Method section displays the payment method of Current Silling Method
record and offers another link to Set Up alternate payment methods. DA

| setup |
Pay My Bill

Once an authorized Admin is viewing the billing data, the Bills and Current Billing Method sections of the page
offer access options to setup payments.

The Pay My Bill button and Set Up buttons both open Bills

the Bills page where you may select from the following —
payment method options:

o . . Setup a recurring credit card payment=
1. Fillin the requested information to make a

payment and/or create a recurring payment
schedule.

Make a one time credit/debit card payment=

Setup a recurring bank draft=

Note: Eligible debit cards will be transacted through the Electronic Funds Transfer network. Momentum can
process debit cards on the STAR and PULSE networks or debit cards as credit cards provided there is a Visa,
MasterCard, or American Express logo on the front of the card.

2. Click Save or Submit to complete the payment process you selected.

Setup a Credit Card Payment Pay By CreditiDebit Card

Pleass fill in the following information to mske 3 payment. Eligible debit
. 3 ) . ) cards will be transacted ihrought the Electronic Funds Transfer netwark
1. Click the Make a one-time credit/debit card payment link to pay the Py et il
. these networks (=22 logos on the back of your cand for apphicable
current bill. Vet Mo v ey S o o e, e
H\e";e is & Visa, Mastercard, or American Express logo on the front of the

OR
. . . ) Account 310000185101
2. Click the Setup a recurring credit card payment link to enter Amount Due: 157.00
payment information, schedule payments to occur at -
defined intervals and save this as the payment process. Cartumber: [ | odsshesy
Expiration: -_"
Note: When you initially set up a recurring payment method, any past due :‘-‘n:::'ty: 13
balance will be included with the current cycle charges on your first

scheduled payment dateso that your account is made fully current.

- Recurring Payment

Please be advised when you set up a recurring payment method any past
due balance s well 3s current charges will be chargad on your first
scheduled payment date




Setup a Recurring Bank Draft

1. Click the Setup a recurring bank draft link and follow instructions to
enter account information and schedule recurring withdrawals directly from a bank account.

Once setup, an option to cancel this method and choose another payment process option
becomes available.

Account Information

A nt
ﬁ;’:‘e: |p1.s.?qppaa\rsanymarmea&.5}

Account
Type:

Plesse Select ¥
Routng | |

Account |
Number:

R - - :
£0000234581254 5678 1234560 l
| i |

Routing Check Account
Humbbsr Humbar Mumbier

| cooooz3asc 1osesermar sass |
= [T I ;

Roating A conser
Mumbeer

Payment Schedule

- Recurmring Payment (Funds will be drafied no earlier than three days
befors your invoice’s dus date)

Please be advised when you 521 up a recurring payment methed any past
due balance a5 well a5 current charges will be charged on your first
scheduled payment date.

o | hawe read and agree to the Terms and Conditions




*Support Tickets

Support Tickets in the My Cloud Services Portal requires specialized authorization to view or use.
Admins should already be authorized Customer Support contacts for the organization prior to Read-Only or Full
access to Support Tickets being authorized. Full Access is required to view/use all Support Ticket tools.

Admin Tools S uPport

# Dashboard

e For immediate assistance please CALL Customer Care

= sing 888.538.3960

* (If referencing a submitied ficket, have your tickel # ready)

Circuits

Support Tickats 5 .
* List refiscting il oo tickets & tickes cicsed within (et 7 aye

* | Ticket Status Subject Contact Priority Opened Clased Escalated Category Contact Method

All v Al w All R All v Al w All v Al ~ Al v

TEST-DONOT = 0B/05/2023 10:55 AM
CLOSE ) csT

g QATest - Do not 05/11/2023 10:19 AM
d 01554303 New wd Minor it

suppert

5/1012023 10:42 -
Truining *  D1S5ITI2 New tost OATester Minor gi{m Ll no Mabiity Emai

Note: Specialized permission and training is required before access to Support Tickets is granted.
The permission options for Administrators include No Access, Read-Only Access, or Full Access.

The Support Tickets section provides Read only authorized Administrators with access to view the list of open
tickets submitted via the Portal, along with the tickets that have been closed within the past 7 days.
Full Access grants permission to review, submit, and update currently open tickets in this section, as well.

Each submitted ticket is listed in a simple table view that is sortable (alphanumeric sorting), filterable (drop-
down selections), and searchable (Search field). The displayed ticket information includes Starred (watched),
Ticket Number, Status, Subject, Contact, Priority, Opened, Closed, Escalated, Category and
Communication (preferred method). The Ticketing page also provides tools to create new tickets, set
tickets as Starred (watched/favorites), Edit (comment, update, or request closure for) any open tickets within
the list, and to Export the list of tickets within the view to a .csv spreadsheet file.

Tickets entered via the Portal should be requests for information or assistance with non-emergency issues.
Requesting assistance with multi-step change processes, billable changes, or urgent issues should always
be called info Customer Service (888.538.3960) or the Account Manager to ensure that the specialized
expert assistance needed for those requests is always provided in a timely manner for speedy resolution.

% A section Search tool for finding any information within the Ticket list.

If displayed, this link opens the New Ticket view to allow the Admin to create and
submit a new request for assistance to Customer Service for Voice services.

Create Mew Ticket

Creates a downloadable copy of the basic Support Ticket table list contents in

Exgan Tk a .CSV spreadsheet format file. That file may be saved in a local folder.

Click the Star icon in the first column to set the adjacent Ticket as Starred (watched) in

g * the Support Tickets page and to add the ticket to the Starred Tickets card on the
Dashboard for easy access and review. Click the Orange Star icon again to remove the
star and stop 'watching’ that ticket in the Portal.

P Where provided, the Edit icon opens the selected Ticket for detailed review and/or new
comments, attachments, or to request closure.



Ticket Submission Types

My Cloud Services Portal provides Administrators who are Authorized Contacts for Momentum Support
with the tools to submit minor tickets to customer service for non-emergency issues (Data) and requests
for information while working in the Portal. Do not use this method to report outage, critical, or major
issues. Tickets requesting multi-step change processes, billing changes, or urgent issue reports require a
call into to Customer Service line 888.538.3960 to ensure that the specialized expert assistance needed
for those requests is always provided in a timely manner for speedy resolution.

Search for Tickets

. Section Search — The Search field within the Support Tickets page (top right) offers a
&y full-featured text search of all information found within the Support Tickets section.

Filter the Ticket List

* | Ticket Status Subject Contact Priority Opened Closed Escalated Category ‘Communicatien...

= The Column Headers offer sorting and filtering tools to make it easy to find specific ticket types or
information.

= Click on the Column Header Name to sort the list T alphanumerically | by the column contents.

= Beneath some of the column headers are drop-down selection tools to filter by the specific types of
information displayed within the table.

= Click on the Clear Filters link in the table header section (far right) to remove any applied filters and return to
the default list view.

Watch Tickets
The first column in the Support Tickets page view offers Admins the ability to set a ticket as

Starred (watched) which in turn lists the watched tickets first when returning to the Ticketing S_uPport Tiekets
page and displays the selected ticket(s) information in the Starred Tickets dashboard section * | ket

for easy access to review updates as the Admin logs into the My Cloud Services Portal. an

Simply click on the . star icon adjacent to a selected ticket listing in the Support Tickets # | ourossae

page to tum it orange Y. The list will display watched tickets first and add the selected ticket

to the Dashboard Starred Tickets watch list as well. ul

Download the Ticket List

1. Click on the Export Tickets link (top right) to download a .CSV format (comma-delimited) spreadsheet
containing the basic ticket information that is currently available within the table view.

2. Click on the file download when it is completed to open the file in your spreadsheet application.
3. Save the file to a location within your local system as desired for use/review.

L Teatimy [ @ [y - It ] »\‘
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Create a New Ticket

Authorized Admins may be granted access to create and submit support tickets. This tool is available from the
Dashboard in the Support Tickets and Starred Tickets cards and in the Support Tickets page. As an Admin
makes selections to create the ticket, the dialog dynamically offers additional fields and options to assist.

Call Customer Care at 888.538.3960 for important issues that cannot wait for attention.

1. Click on the Create New Ticket link in the Dashboard or at the top of the Support Tickets page.

Create New Ticket

I} New Ticket
Type *: Data

Category Select Subject *:

Description *:

Submit Add Affocte. Add Aflecte Add Attach, Cancal

2. Select or enter the following information for the ticket. * = a Required Field

Type*: A selection field displays only if Voice services are also implemented - and voice becomes the
default 'type'. Required: if displayed, choose from Data, Voice, or Both to continue and create a ticket.

Category: Optional. Choose the appropriate ticket Category option from the drop-down selection menu.
Location: Optional. Select the appropriate Location option from the drop-down selection menu.

Contact: Optional. Select your name (or appropriate Authorized Customer Support contact) for receipt
of responses and updates regarding this issue. Note: Write In should not be used if you are NOT
already authorized with the Service Provider to contact Support on behalf of your organization.

Contact Method: Optional. Select the best method of Support response from the drop-down menu
options (Email, Phone). If no option is selected, Your organization’s Authorized Contacts’ corresponding
information for the selected method (as it is currently on file with Customer Support) will be used. Please
note, once a ticket is entered via the portal, updates to it will also be displayed to the Admin in the
Support Tickets section in the Portal and it remains in the list (read-only view) for up to seven (7)
days after it is closed.

Subject*: Required. Type a concise descriptive subject line for the ticket — this information will be the
first indication of the issue or request that Support will see and will be displayed for review within the
Ticket lists. Example: Circuit XXXX showing packet loss for past 2 hours.

Description*: Required. Enter a complete description of the issue or request. Include all relevant
information about the issue or request (reproduction instructions, steps taken to fix, times noted, and any
other information that will help Customer Support quickly resolve the issue for you or respond with the
information you require as quickly as possible. Ticket Description contents may be edited in the portal for
up to 24 hours however, use Add Comments to update ticket information rather than editing the
Description field. Using Comments ensures that all ticket contacts are notified of changes and updates
quickly.

3. Click on the Submit button when all information has been included to send the ticket to Support and make a
note of the new ticket # that displays upon successful submission. You may also click the Cancel button to
quitand return to the last view.

OR - Complete the following steps prior to clicking Submit as needed to include additional information
(a specific device or circuit) or attachments (screenshot images, a .txt log file) with the ticket submission to
help Customer Care to provide the assistance you've requested more rapidly.



Add Affected Circuits to a Ticket

Add Affected Circuits

Click on the Add Circuits button to open the list.

Click within the adjacent M check box to select one or more
affected circuits. Click again to remove selections.

Click the Add as Comment button when finished to
include that information with the ticket submission.
Or click Close to exit the dialog without making changes.

Click on the Submit button if ready to send the ticket to Support.
Make a note of the new ticket # for future reference.

Add Affected Devices to a Ticket

1.

Click on the Add Affected Devices Acd Affacied Dovices
button to open the list.

Click within the adjacent M check box to select each
device that is affected (where available for the location).
Click again to remove selections.

Click the Add button when finished to include that
information with the ticket submission.
Or Click Close to exit the dialog without making changes.

Click on the Submit button if all information for the ticket is
included.

Make a note of the new ticket # for future reference.

Add Attachments to a Ticket

Admins may attach individual PDF or Image files to a ticket to include screenshots or reports that may assist
Customer Service with issue resolution.

1.

Add Affected Circuits

Add Affected Devices

3z
DeBaTTSA

2e74815411

Click on the Add Add Attachmanls
Attachments button to
open a local file selection form.

Aeschrents: 3

Subject *:

View Attachments ~

HELDPESK png

Browse to, select, and click Open to add an

Image (.jpeg, .gif, .tiff, .png) or PDF file from
your system that will be submitted along with

the ticket.

‘can be modified for up 1524

Repeat the steps above to include more file
attachments, as needed. The system wiill
notify users if the selected attachment file size

. Itis highly recommended
ippor receives a formal

limits are exceeded or the attachment file

types are incompatible.

Select the View Attachments link (top right) to review or remove X attachment(s) before submission.
Click Submit when all ticket information is included to send the ticket with attachment(s) to Support.
Or click Cancel to clear all selected/entered information and quit the ticket creation process.

Make a note of the new ticket # for future reference.




View Ticket Updates

Quick access to review any updates to submitted
Tickets is available in the Admin Dashboard if
authorized to view those features (Full Access)

Best Company Ever

Starred Ticketso Support Tickets

Information about each available ticket is

displayed within the Support Tickets page.

Access to open tickets to view more information

is provided for a read-only view using the

Ticket Number link or click on the adjacent Edit' ~

icon within the Ticket list to view and update or comment
on a ticket.

Jrop———

View Ticket Attachments
While working in the Support Tickets page:

1. Click on the Ticket Number in the table, Viegtachments =
Or click on the Edit' 7~ icon adjacent to a Ticket to open the Edit View. etz sl B
The number of attachments is listed above the Description field as a reference. v

2. Click on the View Attachments link (top right in the Ticket Edit view).

A pop-up dialog displays a list of the attached file name(s) that the submitter included.
3. Click on the desired file name within the pop-up dialog to download and then open a copy of the attachment.

Edit a Ticket

The initial information defined for the ticket cannot be modified, however new information, attachments, or
Affected Circuits or Devices selections may be added at any time while the ticket is still Open.

While working in the Support Tickets page:
1. Click on the Edit '~  icon adjacent to the desired Ticket within the list.
2. Add a comment or use other available tools as needed to add information to the Ticket or Request Close.

3. Click the Submit button when finished to send the Ticket update(s) to Support or click on the Cancel
button to remove the latest changes and revise your edits or just exit without making changes.

Add a Comment to a Ticket

To notify Support of changes or additions to the original request or issue description, submit a Comment.
Note: Changes made to the description information (if still allowed) are not identified as ‘updates’ and will not
be included by Salesforce in notifications to ticket owners/team members or the ticket submitter.

While working in the Support Tickets page:

ommen New Comment
1. Click on the Edit 7 icon (Far right column) adjacent to the — : i it
ticket you wish to update with a new comment.
The Ticket’s Edit View displays.
2. Click on the Add Comment button to open a New Comment field. - -
3. Type up to 3000 characters and spaces in the New Comment field. Sum,
4. Click on the Submit button to send your latest comment to Support

or click on the Cancel button to remove the latest changes and revise your edits or exit.



Request Ticket Close

Caution: This action is immediate. Once the request to close is submitted to Support, the ticket is set to Read
Only within the Portal. Customer Care will finalize any work on the issue and close the ticket. If this request
is made in error, a new ticket must be created and submitted OR contact Customer Support directly via phone
to request a 'Re-Open' for the ticket.

While working in the Ticket Edit view:

1. Add any supporting comments, attachments, or affected user/device updates that are needed by Support.

2. | Reauesttls= | (Click on the Request Close button to send a request to Support to close the ticket.

Once submitted, the focus returns to the Support Tickets list and the ticket status updates to show a
close was requested. The ticket is no longer available for further modifications or comments within
the Portal and becomes 'Read-Only'. Support staff will close the ticket.

*Circuits

The Circuits menu option in the Admin Tools left navigation panel opens the Circuits List. This section
offers a searchable list of the circuits on the account with tools that allow an Admin to sort the list T
alphanumerically | by clicking on the column headers, This section provides authorized Admins with
helpful information about the activated circuits in inventory with the Service Provider on the account.

Circuits List
CircuitID Circuit Name ‘Speed (Mbps) Location Status

Open
Ro2225 Dso002 100 16 PIWY, ATLANTA, GA 30325
uuuuuuuu . e (e P

Open

RO2130 D60003 500 3286 N Park BLVD, ALCOA, TN 37701 ° 551 4 7
e . e N
85993208010326875 D50001 250 1200 Corporate DR, BIRMINGHAM, AL 35242 L] ?:j; L Vs
NP20002-PIT-PA D60005 200 1200 Corporate DR, BIRMINGHAM, AL 35242 ° _{;::; I 7
Section Search Status Edit Open Ticket Graphs
C— o e , -
rert 0 locat Up | Down color The Edit icon adjacent Where visible, Beta only. The Graph
nter terms to locate . . :
data specific to the coded indicators for to each listed item Cl'ijk tobcreate Icon op%r:s a nehvy
. . . e and submit a view with graphic
Locations & Groups monitored circuits opens ’Fhe Edit Circuit ticket for th displays of useful
tion listi only. Item dialog ceet fortne :
section listings adjacent device =~ metrics for the

adjacent item
The table in the Circuits List provides the following information for each listing:

=  Circuit ID — The circuit identifier

= Circuit Name — The circuit type name - can be changed to display in lists within this portal

= Speed (Mbps) — General upload/download speed of the circuit displays (where applicable)

= Location — The location information on file for the item

= Status — If monitored, this column displays an up/down status indicator. Green ® = UP | Red ® = Down
= Open Ticket — If visible, click to create and submit a ticket for the adjacent device - Ref: Support Tickets

=  Graphs — Click to view graphical performance metrics

= Edit— Click to edit information shown in this portal related to the adjacent device



Edit Circuit Information

While viewing the Circuits List, some information can be modified for each listing.

Click on the Edit “icon adjacent to the desired listing to open the Edit Circuit ltem dialog.

2. As needed, make changes to the following fields
(if authorized and/or the system allows edits for
the item):

Edit Circuit Item

= Circuit ID: Read-Only. The assigned identifier
for the circuit

»  Circuit Name: Enter a name to display in lists
or searches within this portal

= NID MAC: Read-Only. The mac address for
the device

= Download Speed (Mbps) and Upload Speed
(Mbps) - Enter information to display in this
portal, as desired.

= Location: Read-Only. The address on file.

= Notification Email: Enter a correctly formatted
email address that will be used to send
automated notifications for the selected circuit if it is monitored by Momentum.

I mb e o

3. Click Save when finished to update the system with the new information and exit the dialog or click
Cancel to quit and exit the dialog without making changes.

View Performance Metrics

While viewing the Circuits List:

Click on the name of the desired item where it is listed in the Circuit ID column to open a view with performance
metrics for that item. Interactive Graphics show useful metrics data and historical information, such as Latency
History and Packet Loss Data. Filter tools above the graphs offer options to refine the data more specifically.

Latancy [Expana) Packst Loss

] Click the [Expand] tool above a
\ ' graph to increase the size of the
. selected section for a better view.

Graph data defaults to 'Today'".
Use the Period drop-down
selection tool to choose from
i ‘L \ l I , Today, Yesterday or the Last 7,
M e 30, or 365 days.

Packet Lums ()

Laiarcy ima)

Ul Jﬂ LW

100 100 100 2900 9100 0300 0560 O700 0B 1100 13G0 1500 1780 1900 2100 20 G100 0300 0500 O7AD 0900 1100 1300 1500

Hover the cursor over the graph
to view more information about
specific areas within the
graphed data




Service Locations

[Beta] The Service Locations menu link opens a user-friendly map view of circuits currently being monitored.

The map view can be expanded and moved around using the + | - tools (lower right) or the cursor.
The map can be displayed in Map Terrain view or Satellite view.

Basic Statistics display - select specific circuits to refine the data or minimize the statistics dialog view.
Click on a pin in the map to view more information about a specific circuit noted in the map.

Hi, m.us-
Service Locations
Admin Tools .
ILLINDIS =" NDTANA L 26
Ch ign's o ;
i# Dashboard Map Satellite [Pl ERTES gni 050 gy Daylen Columbus Bt | el e : :
. Indianapolis I T "MARY L e,
9 Locations & Groups City ¢ Bigemingion - Cincinnati i RS
Columbia t 4 L =0, Washington
£ Bili X St. Louis ) % SDE|
: - '8 LauiswI A WEST iy e
. " d VIRGINIA® = 5
& Support Tickets MISSOURI I Evalgk\lle = 'IQ ?
A Ciguils =y . 3 Richmond
sprngfield J ; KE|
Q@ Sservice Locations 5 o  Paducah Baviing Greerll V12 . Resnckea VIRGINIA
< :
gianeen 1 - L‘.En-'w e’ gl e Jog == Nﬂdnf‘.‘e .Q\.I
B e W Y Nasgvllle ! Teentore
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e TENNESSEE (| Pison_Je Lichouile NORTH
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*Manage MFA

This area displays a list of the portal accounts the Admin has been granted permission to view.

Click on the Manage MFA option in the left navigation menu to open the Manage MFA Users section. This view
displays a 1 sortable | and searchable list of the User and Admin portal access accounts that are currently set
up on the organization's system. This area makes it very easy to view the MFA usage of the organization's
portal users and quickly assist users who need help with MFA protocols to gain access to the portal.

The SuperAdmin can see all portal access accounts for their organization's users and Admins. Group Level
Admins can see the portal access accounts for the users in the groups/locations they are authorized to manage.

Manage MFA Users _
+ User ID Azure User Name Email Verification Method Last Reset Manage User

4 33 prodr .ok com 2023-11-09 Reset MFA

2 w 20564 ymim.us A enmy@momentumieleco... app 2024-02-14 Reset MFA

~

140 4708 ymim.us de ri@gomomentu... 2023-10-23 Resst MFA

138 4703 ymim.us ve etty@momenty.. 2023-10-23 Reset MFA

1 37 1857! 030643_VMR@ .. ja mentumieleco. .. sms 2023-05-26 Reset MFA )

1@ 2 ATO08 ymim.us st umielecom com 2023-10-23 Reset MFA

118 4706 ymim.us st umtelecom com sms 20240214 ( Resst MFA

This section also offers a simple section search tool at the top of the list. The information provided in this page
for each listing includes:

= User ID - The Service Provider's user account identification number

= User Name - The login user name credential for Users ([TN]J@mymtm.us) and admins (email)

= Email - The notification email address if defined for the user/admin account in Manage Users

= Verification Method - The users' currently activated MFA protocol type (SMS text or one of the apps)
= Last Reset - The date the last MFA Reset action was performed for the account

Reset MFA

This button provides Admins with information about the state of each user's MFA activation
( Reset MFA | status and a simple way to immediately disable/disconnect the current setup and prompt the
) user to set up a new MFA protocol during the login process (if MFA use is Mandatory).

= Grayed button = MFA is inactive/not currently set up for the account - a reset cannot be performed.
= White button = MFA is active/in use for the account - a reset can be performed.

Simply click on the Reset MFA button adjacent to the desired account if it is active to immediately deactivate
the user's current MFA method (SMS Text or App). Once clicked, the button will turn gray and will not
become available to click again until the user has set up an active MFA protocol for portal access.

This action will allow the selected portal account holder to:
= Sign in and bypass MFA protocol usage during portal login if MFA use is set to Optional.
= Be prompted by the system to select and set up a new MFA verification code receipt method (SMS Text
or authentication app) during login if MFA use is Mandatory.

Note: If the user/Admin is currently logged into the portal, an MFA Reset is not necessary. Users may modify their
own MFA method selection/setup by going to My Profile > View Profile > Manage MFA and following the relevant
setup/activation steps.



The Support option in the left navigation Menu panel (and in the quick access drop-down menu at the top of
the screen) is a quick link to the Support page on the GoMomentum.com website.

What can we help with?

made up of real people who are ready and willing t

Momentum Momentum For training and
Enterprise Wholesale support
Support: 888.538.3760 Support: 877.440.1989 documentation visit

Sales: 877.251.5554 Momentum
Wht port Portal
o ortal

The Training option in the Menu panel (and in the quick access drop-down list at the top of the screen) opens
the Momentum University library in a new browser page. This web page offers links to useful Momentum
University documentation, information, and videos about Momentum products and services that are
available to customers 24/7. The My Cloud Services Portal section offers comprehensive documentation to
help you work in the portal, or to download copies of the documentation for future use. Please note, all
documentation and resources provided in Momentum University are updated frequently to keep the information
up to date - so check back often.

Welcome to Momentum
University

Guide Category v Type of Document v Guide Type v S Submit

My Cloud Services Portal Type of

Portal Administrator Treining Reources Admin =



CONTACT Us

A team of expert support professionals are here to assist with technical issues, questions related to billing,
feature usage, service upgrades, and any other general inquiries you may have.

Simply contact usand a representative will help you with your request.

SUPPORT BY PHONE

A phone call to Customer Care is the fastest way to get help when you need it.

888.538.3960

Live phone support is available 24/7 for speedy assistance and issue resolution.

Have your Momentum Telecom account number handy to help us better assist you when you need us.

Important: In orderto provide optimal support, we recommend that the Account Owner oran Authorized
Contact contact us via our toll-free support number (above) regarding any critical issues that may
require quick troubleshooting for resolution. Support Tickets submitted via the subscriber portal or email
are considered minor issues or requests for information by default and will be worked as quickly as
possible by the team in order of receipt. A call to customer care always ensures speedy assistance.

ONLINE SUPPORT INFORMATION

GoMomentum.com/support

Online options are provided to access Customer Support quickly and easily, including contact
information and helpful tools to submit a support request ticket. For fast resolution, include the issue,
details of your efforts to resolve (if any), methods to reproduce the issue, along with your account
number and contact information.

USER RESOURCES

GoMomentum.com/MU

Momentum University is an online library of routinely updated training and support resources that will
equip you with information about Momentum’s best-in-class cloud services and their features. This
library includes product user guides, FAQs, quick reference tools, tips, videos, and more - and it is
always available for you to reference on the Momentum Telecom website - 24/7/365.

Check Momentum University often for the latest product information and helpful resources.


https://gomomentum.com/support
https://gomomentum.com/mu
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